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Abstract

Disinformation poses a growing challenge to content moderation
on online platforms, motivating the development of automated
approaches for information verification, such as Large Language
Model (LLM)-driven fact-checkers. In this position paper, we dis-
cuss challenges for responsible LLM-driven fact-checking from a
user-centered perspective. We state that while LLMs hold consid-
erable potential to help users assess information online, their use
requires a trustworthiness-by-design approach and meaningful hu-
man oversight. Consequently, the use of LLMs in human-centered
content moderation should augment rather than replace human
judgment.
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1 Introduction to LLM-Driven Fact-Checking

Disinformation is the intentional propagation of misinformation
[8]. It poses an increasing threat to digital societies by eroding
trust in public institutions and undermining the foundations of in-
formed democratic participation [13]. These challenges have been
amplified by recent advances in generative artificial intelligence.
Research suggests that users are often challenged to distinguish
Al-generated claims from human-written ones [10]. At the same
time, disinformation spreads at an accelerated pace on social media
platforms compared to truthful information, for instance, due to
its novelty [21] or due to being emotionally loaded [18]. To cope
with the flood of information encountered online, users rely on
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cognitive heuristics that simplify decision-making but can also in-
troduce cognitive biases [2, 3]. For example, availability bias makes
users more likely to believe information that is easily recalled,
making repeated claims appear more plausible [2, 20]. Similarly,
anchoring bias or confirmation bias can lead individuals to favor
information that is consistent with their prior set of beliefs [2].
These biases can be reinforced by social media platforms that func-
tion as echo chambers by exposing users primarily to like-minded
perspectives [5]. Decisions about content moderation are largely
controlled by social media platform providers, giving them sub-
stantial influence over what information users can access online
[11]. However, such approaches may increase users’ reliance on
platforms’ policies while doing little to strengthen their own in-
formation evaluation skills. These challenges have motivated the
development of automated approaches to support content mod-
eration and fact-checking. Human-centered content moderation
investigates how LLMs can support users’ decision-making while
simultaneously fostering digital literacy and fact-checking skills
and preserving their agency in moderation processes. However,
LLMs possess inherent limitations that may undermine their ef-
fectiveness in responsible, human-centered content moderation
settings, which will be discussed in this position paper.

2 Challenges for Responsible Use

We identified biases, prompting, hallucinations, and appropriate
trust as key challenges for the responsible application of LLMs to
disinformation detection.

2.1 LLMs Are Inherently Biased

LLM bias is a limitation that needs to be considered when applying
LLMs to human-centered content moderation. The performance
of LLMs is fundamentally shaped by the data on which they are
trained. Consequently, a biased training dataset can lead to biased
predictions, and LLMs may even reinforce existing biases present
in the underlying datasets [15]. Furthermore, LLMs tend to fol-
low their inherent biases rather than the perspective specified in
a prompt [19], which is particularly problematic in fact-checking
tasks, where impartiality is essential for maintaining credibility.
In addition, LLMs have been shown to reproduce and accelerate
gender biases [22] as well as other social biases, including those
related to age or religion [14]. Such biases can significantly influ-
ence the assessment of claim veracity and may lead to systematic
distortions in fact-checking outcomes. Another emerging concern
is self-preference bias, which is becoming increasingly relevant
with the growing volume of Al-generated online content, as LLMs
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tend to overestimate the quality of outputs from the same model
[24]. This issue is particularly problematic when a model is tasked
with evaluating claims generated by the same model, whether in
the context of assessing Al-generated content or in multi-agent fact-
checking systems where one LLM evaluates another’s output. In
content moderation and fact-checking applications, these biases are
not merely technical limitations. They can directly influence which
claims are deemed credible and whose perspectives are amplified.

2.2 Prompting Is Not Intuitive

Prompting represents another potential challenge for disinforma-
tion detection. As prompting is the primary mode of interaction
with LLM-based systems, the quality and formulation of prompts
can significantly influence model outputs [9, 16]. However, prompt-
ing is not as intuitive as it may appear. Even small changes in
wording or punctuation can substantially alter the generated out-
put [16]. This poses a particular challenge for non-Al experts, who
may be misled by the seemingly natural language interface and con-
sequently formulate unsystematic and overly generalized prompts
[26]. This challenge is particularly relevant as the users who would
benefit most from LLM-driven fact-checking tools are those with
lower levels of media literacy and limited experience with Al sys-
tems. Effective use of LLMs requires structured prompting strate-
gies, suggesting that a form of pseudo-natural language might be
necessary. As a result, a substantial body of research has emerged
that investigates how to improve LLM performance through prompt
engineering, including few-shot [4] prompting, chain-of-thought
prompting [25], and role-play prompting [12]. Moreover, prompts
play a critical role in determining model behavior. In particular, sys-
tem prompts substantially influence generated outputs, with effects
comparable to selecting a different model altogether [9]. This places
considerable power, but also responsibility, on the developers of
such systems, as their prompt design choices crucially influence
which claims are classified as true or false.

2.3 Hallucinations Amplify Misinformation

However, regardless of how carefully a prompt is designed, hallu-
cinations may still occur due to the probabilistic nature of LLMs.
Hallucinations are factually false, erroneous, or misleading outputs,
produced by LLMs [1] and represent one of the most fundamental
limitations. As a result, LLMs can produce information that appears
plausible and convincing despite being factually incorrect, which is
especially harmful when the tool tasked with detecting disinforma-
tion itself produces more misinformation. This limitation poses a
high risk when LLMs are applied to fact-checking and related tasks.
For instance, tools such as wahl.chat' or WAHLWEISE?, which have
been promoted by German public broadcasters such as Tagesschau?,
have been shown to generate misinformation through hallucinated
answers [6]. Dormuth et al. [6] found that 25% of the answers
generated by Wahl.Chat and 54% of the answers by WAHLWEISE
were factually incorrect. Such errors are especially concerning be-
cause users may perceive these systems as trustworthy sources

lhttps://wathhat/, last accessed on 2026-06-23

2 Accessible through: https://web.archive.org/web/20251230141714/https://wahlweise.info/,

last accessed on 2026-06-23
3https://www.tagesschau.de/inland/bundestagswahl/wahl-o-mat-alternativen-
100.html, last accessed on 2026-06-23

Petz et al.

of information due to their public promotion and presentation as
reliable informational tools. It is our responsibility as researchers
and developers to ensure that LLM-driven systems produce reli-
able and understandable output. Otherwise, hallucinations may
undermine not only the credibility of such systems but also that
of public institutions that develop or promote them, and further,
inadvertently contribute to the spread of misinformation rather
than its prevention.

2.4 Trust and Over-Reliance Are Tempting

Calibrating appropriate levels of trust is a persistent challenge in
HCI research. Automation bias can lead users to overly trust a sys-
tem, even when its outputs are incorrect and its recommendations
should not be followed [17]. This can be especially harmful in the
context of LLM-driven fact-checking, where hallucinations conflict
with trust. Research has shown that explanations provided by LLMs
in fact-checking tasks can increase users’ trust in the system’s deci-
sion [17]. However, the explanations led users to trust the LLM even
when the decision was incorrect [17], highlighting the potential
of LLMs to mislead users in correct decision-making. To address
errors and biases in LLM-driven fact-checking, Wang et al. argue
against replacing human annotators entirely and instead propose
augmenting them through a collaborative, multi-step process [23].
Their multi-agent, human-in-the-loop architecture improved fact-
checking accuracy. Nevertheless, they also found that users tended
to overrely on the LLM output. When the model made an error,
user performance even decreased compared to the condition with-
out any LLM assistance, regardless of the model’s overall accuracy
[23]. These findings demonstrate how easily users of fact-checking
tools can be influenced by LLM-generated outputs and highlight
the risks associated with over-reliance on such systems. As a re-
sult, establishing appropriate trust and maintaining meaningful
human oversight remain critical challenges for the responsible use
of LLM-based fact-checking tools.

3 Conclusion

The use of LLMs for disinformation detection presents substantial
challenges. Given the societal impact of disinformation, it is rea-
sonable to use technology to augment human decision-making for
disinformation detection. LLMs offer considerable potential in this
regard, but their application requires careful consideration. As dis-
cussed throughout this paper, the use of LLMs in human-centered
content moderation is associated with a range of challenges, in-
cluding biases, prompting, hallucinations, and user overreliance.
This raises an important future research question: How can trust-
worthy interactions be designed around systems that may exhibit
biased, misleading, or unreliable behavior? In this context, we sup-
port Gaye et al’s [7] trustworthiness-by-design approach, which
suggests that minimal bias, as well as reliable and accurate output,
need to be core elements integrated into the design of Al systems.
It is important to recognize the influence that developers and re-
searchers exert through system design, as these systems can shape
perceptions of truth and credibility. We further emphasize the re-
sponsibility associated with deploying LLMs for disinformation
detection, particularly when promoted by trusted institutions such
as research institutes, public authorities, or public broadcasters.
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When trusted institutions advocate for or deploy LLM-driven fact-
checking tools, ensuring their accuracy and reliability becomes
especially important. Misplaced trust can ultimately undermine
both the effectiveness of fact-checking tools and public confidence
in the institutions that promote them.
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